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Executive Summary  

Mr Nur Mohammad conducted a comprehensive security assessment of a Shared 

Hosting Server that hosted multiple WordPress sites in order to determine existing 

malware and establish the current level of security risk associated with the 

environment and the technologies in use.  This process harnessed Vulnerability 

Testing and Malware Removal to provide Mr Fawad Qadri with an understanding of 

the risks and security posture of his Hosting Server.   

 

Test Scope 

Name Server https://bluehost.com 

Number of Site 06 

CMS WordPress 

Issue Malware Injection 

 



Findings 

The findings are presented in different points of Views. Such as, 

Malware Injection 

There were multiple attacks and different types of malware have been found. For 

maintaining compactness of the report, the list of malware has been uploaded in 

Google Drive. To view the list, please click here. 

For the client’s concern, some malware code has been given below 

 

 

https://drive.google.com/file/d/1FGMuT8yAkmv3nGwDLeMU3jmbU9tOqrc2/view?usp=share_link


 

Redirection Issue 

Some site has been injected spam/phishing malware that caused the site redirected 

to other spam links. It is a matter of relief that, Google and other search engine 

haven’t blocked those sites because of having spam malware. 

 

A huge number of re-written .htaccess 

The .htaccess file is like a firewall in the WordPress site. A huge number of infected 

re-written .htaccess files have been found in a site, which acted as a gateway to the 

backend side of the site. 

 

Random .php malware 

Also there found some random .php malware all over the hosting. 

 

A huge number of .js Malware 

Now a day .js Malware has become the most common WordPress Malware Attack. A 

number of infected js malware has been found in one site.  

 



Fixes have been added 

* Backup has been taken of every site and database according to the client’s 

requirement.  

* The Automatic and Manual Scanning has been applied and cleaned accordingly. 

* Fixed the internal dependency created by malware. 

* Firewall has been set for each and every site. 

* php execution has been stopped. 

* htaccess malwares have been removed. 

* js malwares have removed and fixed. 

* Directory Listing has been disabled. 

* Cleared cache to reduce the re-attack of previous malwares. 

* A free Security plugin has been installed in every site and notification system has 

been setup for better monitoring. 

 

 

Suggestion and Recommendation 

After completion of the appointed task, I would like to add some suggestions and 

recommendations to the Client for his future betterment. 

▪ Never use any cracked or null theme and plugin. 

▪ Choose a secured hosting, it is suggested to use a dedicated/VPS hosting. If 

not try to migrate to a hosting provider who has an internal security system.  

▪ Have a frequent security check by any Security Specialist or Analyst. 

▪ Always keep updating the WordPress version. 

▪ Regularly update theme & plugin as soon as update releases. 

▪ Take backup of every bit of data on a scheduled date or time. 

▪ Don’t use any third party free themes or plugins. 

▪ If possible, create & customize theme and plugin from scratch. 

▪ Develop or customize themes or plugins by an Expert, not a newbie.  



Conclusion 

It was a stressful time working on this server. Also it was a matter of sorrow that the 

client has faced a difficult time for the unwanted Malware Attack. I have given my 

best according to the needs of the Client. 

I wish for a safe online business for him.  

 

 

 

 

 

 

Thanks, 

Nur Mohammad 

Security Researcher | Penetration Tester | WordPress Security Expert 


